
                                                                                              
 
 
 
 
 
 
 
 
 

Surveillance in the Workplace 
– an overview of issues of 

privacy, monitoring, and ethics 
 
 
 
 
 
 
 
 
 
 
 
 
 
Briefing Paper for GMB 
September 2005  



Surveillance in the Workplace – an overview of issues of privacy, monitoring, and ethics 
 
 
 
Briefing Paper for GMB,  
September 2005  
 
 
 
 
Professor Michael Blakemore 
IDRA Ltd, blakemoremjb@hotmail.com  
 
 
 
 
THEMES 
 
Surveillance in the Workplace – an overview of issues of privacy, monitoring, and ethics ................................... 0 
1. Surveillance is nothing new, but the nature of surveillance is changing ....................................................... 2 
2. Surveillance pre-Internet did not require consent, but it was selective, costly, and not pervasive ................ 2 
3. Over-reliance on technological surveillance can be problematical ............................................................... 2 
4. Function-creep has always been a characteristic of surveillant technologies ................................................ 3 
5. Surveillance in many circumstances is a positive process, but not without problems................................... 3 
6. Surveillance of employees focused in the past mainly on physical removal of property .............................. 4 
7. Those using surveillance technologies often rely in simple linear arguments of good and bad .................... 5 
8. Propagate a powerful myth and embed it into the ‘need’ for pervasive surveillance .................................... 6 
9. Surveillance in the retail sector...................................................................................................................... 8 

9.1. Routine surveillance in a retail situation is also promoted as a form of employee protection – whether 
it realistically protects employees, or at least helps in the detection of criminals .............................................. 9 
9.2. How do I know whether I am being surveilled? .................................................................................. 9 
9.3. Am I justified in being worried by surveillance? ............................................................................... 10 
9.4. Areas of surveillance.......................................................................................................................... 11 

10. Pervasive computing does not necessarily lead to positive benefits ....................................................... 13
11.         Call Centres……………………………………………………………………………………………...14  
12. Legislative reactions ............................................................................................................................... 14 
13. Health and Safety, Risk Assessment....................................................................................................... 15 
14. Consumer choice can be influenced by ‘social sorting’.......................................................................... 16 
15. The problem is not just the technologies, but may be more one of consent ........................................... 16 
16. The demise of the implied social contract?............................................................................................. 17 
17. Sources of Imagery ................................................................................................................................. 19 
18. Sources.................................................................................................................................................... 20 
 
 

 
I-DRA Ltd, September 2005  

1



1. Surveillance is nothing new, but the nature of surveillance is changing 
 
Checking up on employees is nothing new. The history of the labour market has been full of 
people whose primary responsibility is to check that people are working correctly – overseers, 
foremen, for example – but the rapidly evolving and interconnected digital technologies 
present significant challenges.  
 
Back in 1998, Michael Ford’s publication for the Institute of Employment Rights highlighted 
challenges, arguing that digital surveillance results in monitoring of workers that is "more 
widespread, more continuous, more intense and more secretive" (Ford 1998). The computing 
environment can now collect information that is more ‘context aware’ (knowing not what we 
do, but when and where (Bristow et al. 2004)), and this creates new tensions in the balance 
between “the individual's need for privacy and corporate, government, and society's need for 
information” (York and Pendharkar 2004). Mobile and ambient technologies will introduce 
new dilemmas, for example “new business models will increase profits, possibly at the 
expense of safety margins; the balance of political and economic power could shift; economic 
developments will accelerate and initiate long-term changes in our social values and motives” 
(Bohn et al. 2005, p.21), and some argue that the embedding of technologies into our persona 
(worn computers, RFID chips in clothing for example), take us into a ‘posthuman’ 
environment where “we are physically grounded but conceptually extended” by the 
information systems that tell us what to do (Pepperell 2005).  
 
That said, consent and the embedding of technology does not in itself render us posthuman, 
and the Baja Beach Club in the UK now offers the possibility for VIPs to be microchipped 
(90 have had a chip embedded in their arm), so allowing them to “run a tab on a central 
computer, which they can check up on with a wave of the arm” (Purcell 2005). 
 
 
2. Surveillance pre-Internet did not require consent, but it was selective, costly, and not 

pervasive 
 
The routing checking of employees also is nothing particularly new. Random bag searches by 
security staff at factory gates is one example, where any worker could be stopped and 
searched. That act did not require the ‘implied consent’ of a worker, although it was a long 
way from the routine searching of every worker every time they walked out of the factory 
gates. The concern here was to stop physical property leaving the workplace in an 
unauthorised fashion. Before email and the Internet even intellectual property and confidential 
information would need to leave on some physical storage device, whether it was paper, 
disks, or film.  
 
Yet, to search everyone would have required significant numbers of security staff, and the 
cost of mass monitoring would generally have been prohibitive. Even if everyone was 
checked at the gates, and even if management were looking at working practices, the 
surveillant practices pre-Internet and digital technologies was by no means ubiquitous. 
Surveillance was practices at certain strategic places in the workplace, and more extensive 
surveillance was practiced where there was reasonable cause to suspect someone of mal-
practice. The costs of surveillance were balanced out against the gains. 
 
 
3. Over-reliance on technological surveillance can be problematical 
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In the early 1990s researchers such as Roger Clarke had studied the increasing tendency to 
join up information from a variety of sources into that was termed ‘Dataveillance’. This 
process involves the routine checking of data against certain norms. It is as if the Police 
Service decided to move away from ‘intelligence-led’ policing, to relying on the complete 
surveillance and screening of all citizens against certain defined norms.  
 
Access to comprehensive information that is joined up is vital for the detection of terrorism 
(Kablenet 2005b), or overcoming the significant problems that occurred with the Soham 
murders where information was not shared between police forces (BBC 2003a). The Bichard 
enquiry that followed in 2004 proposed that police establish an integrated national 
intelligence system, yet in 2005 the system was still to be scoped, let alone used (Kablenet 
2005a).  
 
Even if all the information is available, however, there is no guarantee that it will lead to the 
effective surveillance of miscreants. This was vividly highlighted in the US 9-11 report 
(Congress 2004) which demonstrated that the extensive information gathering activities of US 
security agencies did not work. The volume of information meant that the IT systems found it 
difficult to process the data quickly (a ‘wood for the trees’ syndrome), that the agencies did 
not work together effectively (the ‘failure of human agency’ syndrome) (BBC 2005b), and 
that the agencies in general relied too much on the IT working effectively. 
 
 
4. Function-creep has always been a characteristic of surveillant technologies 
 
Mass dataveillance is one of the underpinning processes for the UK Government plans to 
move to road-charging by use (Zetter 2005a). Every car would be fitted with a GPS tracking 
system, and all ‘transactions’ would be logged so that charging can be calculated. It would be 
almost unimaginable that government would not be tempted to ‘mine’ this information to 
check other events in the same way that Dataveillance has been used by governments and 
businesses as a means of increasing efficiency and effectiveness (terms strongly linked to the 
rhetoric of productivity and profitability) by businesses and government.  
 
However, Roger Clarke noted that the underlying data in the separate sources were often not 
robust, and that the process of Dataveillance was “a highly error-prone and privacy-invasive 
activity” (R Clarke 1994, p.80-81). In a comprehensive analysis of the use of technology by 
governments and business Robins and Webster cautioned that the routine electronic 
surveillance means that the relationship between surveiller and surveilled, between worker 
and management, between citizen and government, inevitably changes: “the individual 
becomes the object of surveillance, no longer the subject of communication” (Robins and 
Webster 1999, p.121). Without communication (and that involved dialogue, dissent, 
compromise etc.) there is a vacuum replaced by contest and opposition. The electronic 
surveillance practice involves the risk that we are, at all times, being seen without being able 
to see who is looking at us, and this complex relationship is even the subject of art (BALTIC 
2003). 
 
 
 
5. Surveillance in many circumstances is a positive process, but not without problems 
 
Surveillance has been beneficial in providing evidence of criminal activity, in joining up 
disparate information within the processes of globalisation, in developing a retail environment 
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more focused on individual customer needs, in protecting vulnerable people, and in reducing 
human error.  
• We look after each other, for example by checking to see whether relatives are ill.  
• Audit trails, such as the IT evidence trail that helped convict Harold Shipman.  
• The use of RFID chips in food packaging, so that if there are problems there is a rapid link 

to information providing food traceability in a global food chain. 
• Linking material in a global supply chain – rapid re-ordering (Torex 2005), and linking 

sales data to customer data (Torex 2005) 
• The tracking of babies in hospitals to detect kidnapping, the tracking of old people in 

homes (Baard 2004; Biever 2004). 
• Making schoolchildren wear RFID badges so that they can be tracked around school 

(Zetter 2005b). This proves, of course, only that the piece of clothing containing the RFID 
chip was at a location, and not the human being who was assumed to be wearing it. Add to 
this RFID chips in uniforms and the technology has considerable potential for surveillance, 
and just as many opportunities for counter-action. 

• Implant RFID and other identity microchips into the human body. This has been proposed 
to minimise medical errors: “by providing an individual's identity and medical history 
(Anon 2005c). This does, however, fundamentally assume that the underlying information 
system is robust and free from errors.  

• There is a risk of behaviour change where the ‘system’ is assumed to be infallible, and 
human cross-checks diminish. A more macabre behaviour change could occur: Mexican 
government officials were microchipped under the skin of an arm, so that they could be 
‘traced’ if abducted (Reuters 2004a). Amputating an arm is not beyond the capability of 
abductors. 

• Citizen surveillers are now increasing, particularly where individuals take photos of 
events using the cameras in their mobile phones. Such images are useful both to security 
agencies and to security authorities, but there are associated issues, such as whether 
citizens should be paid, whether this encourages them to become stalkers rather than 
observers, and “the real issue here is an ethical issue if a bomb goes off and someone stops 
and takes a picture instead of helping” (BBC 2005a).  

 
 
6. Surveillance of employees focused in the past mainly on physical removal of property 
 
The process of surveillance of workers could be viewed as a contest over the unauthorised 
flow of employer property across the borders of the company. There was little that could be 
done (as it is the case at present) to stop an employee memorising strategic information and 
selling it to a competitor. A crucial reason for Internet monitoring in the past five years has 
been the illegal use of Internet at work to access pornography, and early interventions clearly 
discriminated between illegal use, unethical use, and unacceptable levels of use (Whittle 
2000). The problems at present are that the borders of a company are far removed from the 
physical border of a factory gate or organisation front-door, and the opportunities for property 
to flow beyond company borders are significant. Furthermore, the ease of communication on 
the Internet means that one disaffected employee can disseminate information that is 
prejudicial to a company. The problems seen in the Internet environment involve:  
 
• defamation of an employer using workplace blogs (Zeller 2005);  
• Sabotage and data theft (BBC 2005c) 
• the development of hacking technologies that can disrupt the technologies of surveillance, 

such as Blocker tags (Dearne 2004; Zetter 2004). 
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There then is a set of counter play activities that, in addition to unexpected behaviour changes 
noted earlier, are emerging as a response to surveillance in the workplace: 
 
• Those carrying out surveillance can themselves be counter-surveilled. Steve Mann is one 

of the privacy specialists who uses the term “equiveillance through sousveillance” (Zetter 
2005c). Sousveillance, meaning watching from below, involves the use of commonly 
available devices such as mobile phones (that can record speech, and can take pictures and 
short videos), or the use of blogging Web sites (where anyone can post views and invite 
comments, or even post information about management activities – both workplace and 
private) (Zeller 2005). 

• More extreme is the development of corporate hate sites (Wolrich 2005) 
• Those who are required to be surveilled can demand intrusive surveillance from those 

who are carrying out surveillance. Steve Mann, for example “has designed a wallet that 
requires someone to show ID in order to see his ID. The device consists of a wallet with a 
card reader on it” (Zetter 2005c).  

• Here we move to “the potential for more pedestrian forms of surveillance,” as stated by 
Bruce Schneier, with lots of little brothers watching the big brothers (Economist 2004). 
This process is strongly linked to the public surveillance of government through the 
Internet (Meijer 2005), where the increasing surveillance activities of government result in 
more intrusive media surveillance of the activities of politicians through processes such as 
‘hactivism’ that is “grass-roots resistance enabled by technology -- is a viable way to battle 
repression” (Delio 2004). 

• Overloading executives who are seen as central to information technologies, or who 
impose surveillance and surveillance technologies with communication overloads. Bill 
Gates is the most spammed person in the world, and Microsoft invest considerable efforts 
to overcome this (Reuters 2004b). George Bush was the subject of citizen surveillance 
during the 2003 election (BBC 2003b), when individuals could send reports about his 
movements to enable protestors to gather quickly. 

• Contesting the accuracy of the technologies. All technologies are fallible, and “Location-
aware devices will never provide perfect information about employee location. Most 
systems such as GPS have inherent accuracy limitations, may suffer from signal loss 
interrupting operation, may be subject to incorrect configuration by operators, and may of 
course simply malfunction” (Kaupins and Minch 2005). 

 
The overall message here is that surveillance does not directly lead to productivity benefits 
that are stable. 
 
 
7. Those using surveillance technologies often rely in simple linear arguments of good 

and bad 
 
Gary Marx, one of the leading researchers on privacy and surveillance, summarised the 
situation in what he termed ‘info-age techno-fallacies”, and some of these are elaborated 
below (Marx 2003). These fallacies are not assertions, but are underpinned by extensive 
research undertaken by privacy researchers. 
 
• (8) “Greater expenditures and more powerful technology will continually yield benefits in 

a linear fashion”. (9) “Some information is good, so more must be better”. (19) “Applying 
a war mentality to domestic issues”. These fallacies were central to the post 9-11 US 
Government proposals for the TIPS (Terrorism Information Protection System) and 
Citizencorps initiative. Citizencorps would have involved every citizen spying on all other 
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citizens to “use their common sense and knowledge of their work environment to identify 
suspicious or unusual activity”. They failed, both through the huge task involved in setting 
up the information gathering technologies, but also because the fundamental nature of 
citizen-government relations would change. Yet, the US Government still prevails with 
huge IT surveillance projects for tracking aliens residing in the USA, and for the screening 
of all airline passengers entering, or even flying over, the USA. In all honesty they have 
little option other than to gather mass information – the political damage by inaction would 
be huge – but businesses do have a reasoned choice to make about mass surveillance of 
employees. 

 
• (18) “The fallacy of implied consent and free choice”. The most prevailing argument by 

supporters of mass-surveillance is that it is unpleasant medicine, but it is ‘good for you’. 
This fallacy is more difficult to unpack, since we surround ourselves with the concepts if 
privacy, and regard privacy as a democratic right. However, going back to the original 
Greek terms presents some problems. David Blunkett, when Home Secretary, based his 
views in the Greek ‘polis’, stating “we only become fully free when we share, as active 
citizens, in the government of the affairs of the community” (Blunkett 2002). For example, 
the Greek term for someone who wants to retain privacy is Idiotis (idiot-is). The term for 
someone who is a public person (who contributes to community and society) is Demosios 
(demos-ios). The Greek demos/privacy definitions would seem to argue that so long as 
there is a contest, rather than a partnership between employer and employee, the inevitable 
outcome is a contested relationship where surveillance is countered by counter-actions (see 
later). Here, then, is a critical challenge for workers – to be ‘demos’ may require you to tell 
employers about other employees who are stealing. 

 
• (20) “If you have done nothing wrong, you have nothing to hide”. Easy to state, but only 

if you are confident that total surveillance will not deliver negative outcomes. Research 
indicates that total surveillance in the workplace leads to lost productivity. "The Future 
Role of Trust in Work," was published the London School of Economics and Political 
Science (LSE) in December 2004. “It reveals that managers are using technologies such as 
e-mail, mobile phones, and SMS (Short Messaging Service) to keep tabs on employees 
when in actuality they are reducing workers' productivity and the amount of time that they 
spend serving customers.” (Pruitt 2004). The key argument is that over-surveillance leads 
to behaviour changes that are self-defeating in terms of productivity. If management is 
watching email and other activity, then people will send more routine email to show that 
they are ‘working hard’, and employees react to surveillance, or to perceived surveillance, 
to the detriment of effective working, “therefore ultimately damaging UK productivity” 
(Pruitt 2004). 

 
 
 
8. Propagate a powerful myth and embed it into the ‘need’ for pervasive surveillance 
 
The simpler the message the better, especially if it is a myth that is somehow grounded in 
research. As Vincent Mosco says in his influential critiques of the global information society, 
“Almost every wave of new technology, including information and communication media, 
has brought with it declarations of the end” (Mosco 2002, p.3), and “myths are not true or 
false, but are dead or alive” (Mosco 2004, p.29). 
 
Thus, we see global generalisations that make easy to remember and repeatable myths: 
• Check-out operators are regarded as the weakest link: “80% of retail fraud is at point of 

sale - till fraud” (RetailFraud 2005) 
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• Employers’ organisations argue that the majority of employees are suspect: “Research 
shows that 25% of employees are totally honest, 25% are totally dishonest, and the 
remaining 50% are swayed by opportunity” (RetailFraud 2005). The source of the 
‘Research’ was not cited. 

• “Research shows that 25% of employees are totally honest, 25% are totally dishonest, and 
the remaining 50% are swayed by opportunity. Many staff do not regard consuming goods 
or taking goods for personal use as theft, but as perks of the job” (Anon 2005e). The source 
of the ‘Research’ was not cited. 

• “Studies have shown that approximately 25% of employees are not honest and will 
attempt to steal from an employer no matter what controls are in place, 25% of employees 
are honest and will not steal from an employer, and 50% of employees are somewhat 
honest and will steal only if it is so easy to steal that they would feel foolish if they did not 
steal” (Williams and WIlliams 2002). The source of the ‘Studies’ was not cited. 

• “Recently, a leader in loss prevention security for business and industry stated that 25% of 
employees were honest, 25% were thieves and the other 50% were only as honest as 
management required them to be” (AndyFisher 2005). The ‘Leader’ as not named. 

• “Research shows that 25% of employees are totally honest, 25% are totally dishonest, and 
the remaining 50% are swayed by opportunity” (Firstepos 2005). The source of the 
‘Research’ was not cited. 

• “Britain a nation of malingerers”, widely cited in the press and by politicians. Yet, when 
unpacked and critiqued by the TUC the generalisation becomes difficult to sustain. In 
particular the conclusion “Bad jobs and in equality have a lot more to do with sickness 
absence than swinging the lead” resonates with the extensive Swiss investigation cited 
below (TUC 2005). 

• “Studies have found that employees are abusing their computer privileges for personal 
emails, shopping, stock trading, and much more while on the clock at their workplace. The 
result of this abuse if low employee productivity which creates profit loss for the parent 
company in the long run. The estimated abuse of computer privileges is 75 minutes every 
day” (CM 2005). The source of the ‘Studies’ was not cited. 

• “Some retailers estimate that on average, 10% to 25% of their inventory is “lost” in the 
supply chain at any given time” (TEXAS 2005). The retailers were not named. 

• “There is no such thing as too much security”, quoted in the context of monitoring call 
centre employees in Delhi (Baden 2005). The person stating this was the Chief Security 
Officer, and the growth of CSOs as an employment sector in itself creates a community of 
people whose interests are best served by promoting the fear of security breaches. 

 
Yet, those promoting the myths of ubiquitous evil in employees (and 25%, 25% and 50% 
seems both so statistically rounded, and so easy to remember), seem not to critique the myths 
against more extensive research. 
 
• The Federation of Small Businesses reports that of the 58% of small businesses that have 

suffered a crime during a year, the crimes comprised “employee theft (8%) and employee 
fraud (6%)” (Robson and Teague 2005, p.7). 

• The ‘European Retail Theft Barometer’, researched by the Centre for Retail Research in 
Nottingham, notes “Retailers perceived customer thieves to be responsible for 48% of 
shrinkage, employees for 29% (up 1% compared to last year) and suppliers for 7%. 
Internal error, process failures and pricing mistakes were thought to cause 16% of 
shrinkage, leaving 84% of shrinkage as crime-related” (Bamfield 2004). The level of 29% 
is “based on results from 423 major European retailers from 24 countries”, and therefore 
measures perceptions rather than actual crimes. A further study by the Centre interviewed 
security managers about their perceptions of retail crime, reporting that “Staff-related 
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crime was responsible for 50.8% of total store theft” (CRR 2004). While the methodology 
of measuring perceptions is controversial, is could be acknowledged that the study findings 
of a decline in UK retail shrinkage rates may be influenced by more surveillance and 
security, and this study in no way decries security that is commensurate with the real extent 
of retail crime. 

• The Home Office ‘Crime and Victimisation Survey 2002’ reports that 10% of businesses 
suffered theft by employees, and 4% fraud by employees (Shury et al. 2005). 

• Jerald Greenberg researched the nature of employee theft, and concluded that intrusive 
surveillance is not necessarily the answer: “Although people are unlikely to steal from 
individual co-workers, they are indeed likely to steal from their companies. Among 
employees who have opportunities to do so, a corporate ethics program has been shown to 
be an effective deterrent for those individuals who have reached the most common level of 
moral development” (Greenberg 2002). 

 
There exists, therefore, a statistical contest over whose figures are more believable, rather 
than those who figures are more statistically reliable. The propagation of surveys that lead to 
broad generalisations will, inevitably, fuel the need for more surveillance, such as that a 
survey by the law company Peninsula, who “polled 1,542 employees across a wide spectrum 
of industries” (the methodology was not cited by Millar) and found that on average men 
spend 4 hours a day checking the Internet, and women spend two hours a day (Millar 2005). 
This would seem to imply that 50% of male productivity is lost in many organisations! 
 
 
9. Surveillance in the retail sector 
 
CCTVs are by far the most familiar methods of electronic surveillance. Being watched and 
checked by supervisors is the human version of that process. However, such methods are both 
labour intensive, and are seldom pervasive. What this briefing covers is what we could term 
‘pervasive’ surveillance, where everything, or almost everything, that an employee does can 
be monitored, analysed, and checked against such things as norms of performance. This 
briefing looks at critical areas of check-outs, of the use of computers, the retail supply chain, 
and links back also to previous work on distribution depots. 
 
Electronic surveillance can be ‘ubiquitous’ or ‘pervasive’, in that it can constantly store 
information about what you do. It has no loss of memory – the ‘evidence’ is often stored, and 
can be, and it can be used for subsequent analysis and investigation. As Martin Dodge 
discusses, we may forget what we did, but the information databases do not (Dodge and 
Kitchin 2005). 
 
Most monitoring requires that the employee be identified to the system of surveillance. For a 
check-out operator that will be their employee identity that they enter when they sign-on to 
the till. For the user of a computer terminal it will be their identifier and password, linked to 
their employee identity. The intensive monitoring tends to be undertaken when the employee 
is on-task, for example at a computer or a point-of-sales till. More pervasive methods of 
monitoring involve the employee ‘wearing’ a computer. Such computers communicate via 
wireless networks to a central control, and they can be fitted with hardware and software that 
use the GPS satellite constellation to know the location of the employee. 
Routine screening against norms that are focused on productivity, rather than customer 
service, means an ever moving target for employees 
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9.1. Routine surveillance in a retail situation is also promoted as a form of employee 
protection – whether it realistically protects employees, or at least helps in the 
detection of criminals  

 
•  “essential surveillance needs to prevent shrinkage, improve staff security and store 

management … ensure that every transaction is monitored and no irregularities occur” 
(Axis 2005) 

• “By capturing details of cash register transactions and associating them with the relevant 
CCTV footage, the RS range lets you track activity at every one of your cash registers 
virtually eliminating sweet-hearting, no-sales, under-rings, and other forms of register theft 
that are notoriously difficult to catch” (DMicros 2005) 

• “IP {Internet Protocol} Video Surveillance can deter employee misconduct such as 
special benefits for friends; it also enables you to offer reliable protection to your staff, 
especially during the night shifts”. (Xpert 2005) 

• Implement remote monitoring software (Acespy 2005; ELTIMA 2005) that logs almost 
every type of action and transaction that can be undertaken by an employee, including 
keystrokes, email, chats, websites, documents, capture screenshots of their terminals, 
programs that have been used, and also have the ability to “Lock and unlock the remote 
desktop” or freeze the action of the mouse remotely (CM 2005). 

• Use covert GPS vehicle tracking technology for “Monitoring unauthorized use of 
company owned or commercial vehicles; Monitoring suspected criminal activity; 
Providing admissible prosecuting or mitigating evidence for use in court; Assisting in 
preventing Fraudulent activity” (Symmetry3 2005). 

• The Tesco paperless picking system not only produces efficiency gains, but “is also very 
easy to use from a management perspective as the trackability and traceability of what each 
person does is fantastic” (INTERMEC 2005). 

• Maintain workplace standards, even in areas of personal hygiene: “One US company has 
installed what's known as a hygiene guard1, which uses sensors on soap dispensers to make 
sure workers adhere to proper hygiene. If employees fail to wash their hands, a black mark 
goes directly into their file on the main computer” (BBC 2004b). 

 
There has been considerable anxiety about this technology, particularly in the context of new 
forms of micro-surveillance. On one level it is not substantially different from the 
introduction of features such as bar-coding, and while some news feeds have discussed the 
decision by Wall-Mart to mandate that suppliers use RFID, it is not that different to the 
decision years ago by WH Smith that all suppliers use barcodes (Lacy 2005). The over-riding 
focus in the retail sector started out as inventory control and the drive to increase efficiency 
through automation of processes, and increasing staff productivity (METRO 2004). This links 
to the home with the ‘smart fridge’ (Batista 2003), where if you decide to cook a recipe in the 
evening, the fridge contents can be checked, and then an order sent automatically to the 
supermarket for the ingredients that are still needed to be dispatched for delivery when you 
arrive home. This all plays on the just-in-time society, and this is nowhere more evident than 
in the relationships between retail supermarkets, employees, and customers. 
 

9.2. How do I know whether I am being surveilled? 
 

                                                 
1 http://captology.stanford.edu/Examples/hygieneguard.html  
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Unless your employer has a code of conduct that tells you what is, and what is not, being done 
you really do not know. That, according to the research literature, is one of the reasons that 
employees feel anxiety and stress. 
 
Furthermore, many of the technologies that can be used for employee surveillance are 
implemented for other reasons, or indeed can be implemented for reasons of employee 
protection. CCTV cameras can be placed both to deter and record crimes against staff, and 
also to deter and record theft by staff. The computer software that links the check-out tills will 
use the bar-code that identifies a customer having just purchased a product, with the 
storeroom at the back of the store, so that shelf replenishment can be planned efficiently in 
what is called a ‘cradle to grave’ tracking process for all products (NRFID 2004). The 
storeroom is linked to the computers in the distribution warehouses, so that the store can be 
re-stocked, and the warehouses are linked to the suppliers, who will then receive orders for 
deliveries to the warehouses (INTERMEC 2005; Torex 2005). The integrated supply chain, 
and just-in-time delivery methods, are all used to ensure that the right products are in the right 
places, that errors are minimised, that profitability is increased, and that the customer 
experience improves (RETEK 2005). After all, we are all customers and many of we 
customers are employees.  
 
Technologies also are needed to surveille the behaviour of customers. Theft from stores is a 
significant concern, as is fraud, and RFID technologies are promoted as providing “brand-
protection solutions to protect against counterfeiting and return fraud with label materials with 
overt and covert security features including tamper-evident adhesives, magnetic threads and 
invisible taggants for authentication, secure laminates and more” (ZEBRA 2005). 
 
GPS-enabled computers can protect staff who are on delivery runs, especially if they are 
carrying very high-value goods. There is some comfort knowing that your company can track 
your journey, and that the police can be alerted instantly if a threat occurs. If a medical 
emergency occurs your location is then used by the emergency services to alert the vehicles 
and staff that are nearest to you. The same tracking facilities can be used, however, in routine 
delivery vehicles, and mileage, driving time, stops, deviations from approved or intended 
route, can be logged. In effect, the technologies can be used to monitor deviations from the 
expected behaviour patterns of employees. The temptation to use business-oriented 
technologies for staff surveillance is often called ‘function creep’. 
 

9.3. Am I justified in being worried by surveillance? 
 
The fact that the technologies can be used in pervasive staff monitoring, and the fact that the 
manufacturers of the technologies promote surveillance facilities, that creates a state of 
potential confrontation in the workplace. Unless the extent of surveillance is stated by 
employers, then employees have little information on which to estimate the proportionality of 
surveillance, and are unable to determine the ethicality of the employer. However, the contest 
is not that simple, since in a surveillance environment where the prevailing assumption is 
‘you only are afraid of being surveilled if you have done something wrong’, employers may 
fear a counter ‘function creep’ in employee behaviour. If employees know that the employer 
is not monitoring a particular area of the workplace, will the employer fear that they will 
exploit it? 
 
The research literature on surveillance links the constantly monitored workplace to constantly 
monitored public spaces (shopping malls, airports, train stations, buses etc.), and articulates 
this form of surveillance as a ‘panopticon’: 
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The panoptic society traces back to the well-known Panopticon of Jeremy Bentham 
who modelled a prison in which the prisoners could be observed from a central point, 
but were themselves not able to see their observers. Foucault pointed out that the 
specific meaning of this model lies in the creation of a permanent awareness of being 
observed that ensures power to take effect automatically. (Peissln 2003, p.22) 

 
There is a further trend evident in the use of surveillant technologies, and this was covered 
previously by GMB in the material on regional distribution centres. Some of the retail 
companies report ‘reductions in staff training’ times. In this context we could see the 
employee as being regarded as an inefficient intermediary step between linking products and 
customers. Customer self-service check-outs are one mechanism to reduce employee levels. If 
employees do not have to learn the lay-out of a warehouse, but are told where to go by 
instructions sent to computers that they ‘wear’, then their training overheads are reduced, and 
the skill-set needed in reduced. A logical end-point will be the full automation of warehouses 
and distribution centres, with robotic2 machines doing the work. This process is clearly 
similar to the automation of car manufacturing. Such fears are being confronted by some 
employers, with reports of employee/employer engagement over the technologies at a US 
distribution company (Lacefield 2004), but the general levels of unease over the potential for 
surveillance indicates that there is not a systematic process of engagement. 
 
As an intermediary step along the way to automation, the use of headsets, voice-recognition, 
arm-mounted wearable computers in effect make the humans become an extension of the 
information systems that drive the supply-chain. The human is no longer given a list of 
products to find, and then be expected to use initiative and knowledge to find the products. 
Instead, the information system plans the best route for the human to take, and in effect pre-
optimises the human being’s itinerary. Since the specific location of all products are known 
the system can be programmed to estimate the amount of time the human takes to obtains the 
products, and can build the item-by-item information into an asset-tracking process (the 
human is another machine asset in this type of business) that provides continuous and 
comprehensive performance information for managers (in much the same way that check-out 
operators can be profiled by the minute in supermarkets). 
 

9.4. Areas of surveillance 
 
The companies selling retail systems are quite clear in specifying the types of employee 
surveillance: 
 
Check-out staff 
CCTV systems are the most familiar, but they are fallible both in detecting customer and 
employee theft and some researchers recommend that “retailers would be better spending 
their security budget on training workers at the tills to spot suspicious behaviour than on 
expensive surveillance equipment “ (Johnston 2003). However, passive CCTV is being 
replaced by IP (Internet Protocol) CCTV systems that can be controlled and monitored 
remotely via the Internet: “Low cost cameras can be integrated with network access around 
points of sale, allowing video to be taken of transactions to reduce the potential of fraud or 
theft. … Monitoring through IP Video Surveillance can also help to improve store 

                                                 
2 See, for example http://www.packexpo.com/ve/36618/main.html , 
http://www.aftermarketbusiness.com/aftermarketbusiness/article/articleDetail.jsp?id=169731 , 
http://www.roboticsonline.com/public/articles/archivedetails.cfm?id=880  
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management as consumer activity can be observed, recorded and measured leading to better 
staff planning and store layout” (Axis 2005; Xpert 2005). 
 
Checkout tills provide more comprehensive information about staff activities, with a 
particular focus on preventing certain categories of ‘till fraud’. These include ‘Sweethearting’, 
where a product is not scanned at all, or is registered at a lower price, ‘Substitute Scanning, 
where two items are passed by a scanner, the higher value one being hidden behind the one 
being registered, ‘Returns and Refunds’ and ‘No-sales or voids’ (Firstepos 2005; RetailFraud 
2005). Hence, RFID chips can be used to prevent shrinkage reduction, and “item level tagging 
may well replace current EAS tags3. Integration with EPOS systems will inhibit internal 
shrinkage by the removal of ‘sweet hearting’” (Microlise 2005). 
 
The tills play a critical role in collecting customer information (loyalty schemes), inventory 
control etc. However, the information they provide also can be used to detect fraud, and 
“cash-drawer position reports, as well as remote supervisor overrides, system alerts and 
cashier monitoring” (NCR 2005). One an employee is logged on to the till, their performance 
can be logged by time until they log off: the rate at which they scan items, their non-active 
time, and this can be used to compare their overall performance against that of others, or 
against norms. The information overall can be used to identify who sells best, or who sells 
worst. Poorly performing staff may not have their contracts renewed (hence the preference for 
employing short-term, part-time staff with limited employment protection).  
 
Staff using computers 
The misuse of computers by employees has become a major area of concern for employers 
with the growth of access to email and the Internet. Unethical or illegal use of computer 
facilities can result in major liability issues for employers. 
 
The range of information that can be gathered about individual use of computers includes: 
Web sites visited; Documents accessed; Passwords used; Screen saves can be taken at any 
time to show what is active; Live monitoring of computer ‘desk-tops’ can be undertaken; 
Keystrokes can be logged, to show the rate of typing, and spelling errors can be logged to 
check accuracy; Emails and chats, games played, and applications run can all be monitored 
(Acespy 2005). 
 
Warehouses 
Voice-picking and wearable computers are the more recent trends, the motivators here are 
increased productivity, reduced staff training overheads (Voicepicking 2005), staff flexibility, 
and greater profits. The promise of the technology is a powerful motivator for businesses, 
with claims for voice picking of “Increased accuracy – 99.9% plus, Increased productivity – 
15% plus … The biggest benefits are obtained in low margin, high volume, labour intensive 
case picking operations, and because of this, the Foodservice Industry and Grocery Retailers 
and Wholesalers are leading the way in adopting the technology” (Beales 2005).  
 

                                                 
3 EAS is the existing Electronic Article Surveillance where a tag is fitted to a product, and will trigger an alarm 
at the exit of the shop unless de-activated ADT. (2005). Retail Security - Electronic article surveillance (EAS) 
ADT plc, [cited August 18 2005]. http://www.adt.co.uk/retail_overview.html. However, shoplifters use devices 
such as foil-lined shopping bags to make the tags invisible, and so the technology must innovate to overcome the 
innovations of the criminals Anon. (2005a). Checkpoint Systems Introduces Security Technology System to 
''Foil'' Shoplifters as They Enter the Store; MetalPoint Detects Presence of Foil-Lined Bags and Clothing 
Favored by Professional Shoplifters (June 27) Tmcnet.com, [cited July 12 2005]. 
http://www.tmcnet.com/usubmit/2005/Jun/1158446.htm. 
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Productivity increases are widely reported, for example Spar stores “in the first 12 weeks 
picking errors fell by 90% to 0.01%.” (Gomm 2004). Micro-performance increases generate 
profits for big employers, and for Argos the “pick accuracy has improved to 99.8 per cent, 
compared with 98.5 per cent on non-voice sites. A one per cent rise in pick accuracy may not 
sound like much … but when you are shifting millions of items a year, that results in a huge 
improvement in our operations” (Anon 2005b). 
 
The implications for employee surveillance are often implicit in the descriptions of the 
technologies, for example “voice direction ‘pushes’ pickers harder – workers respond well to 
verbal instructions” (Beales 2005). The other examples above indicate that the producers of 
the technology sell a hope of total security through ubiquitous surveillance. The issue of 
whether the technologies are accurate and reliable, is something that further can be contested, 
some of those at the leading edge of these technologies confront the issues openly4.  
 
 
10. Pervasive computing does not necessarily lead to positive benefits 
 
If the statistics on retail crime apply widely to the retail environment, then the use of 
surveillance to counteract criminal activity is a plausible response to such events. Check-out 
surveillance, however, goes beyond this into ‘dataveillance’ of individual staff over time. 
• Point-of –sale transactions can be analysed over time to provide a detailed performance 

profile of each member of staff, with information relating to the speed at which products 
are scanned, the income per minute/hour for a member of staff, idle time waiting for 
customers etc. Each of these can be compared minutely against the performance of other 
staff working at the same time. 

• What this implies is that work norms are less and less set by negotiation between 
employees/unions and employers, and are more and more able to be set by dataveillance. 

• For example, the lower performing employees can be sacked (easy with part-time short-
duration contracts), or could better be offered training and incentives to perform better. By 
removing low performance staff the other staff creates a new ‘cohort’ of workers, and that 
therefore generates a new ‘low performing’ group of staff. 

• Micro-surveillance of performance therefore creates the opportunity for performance 
targets to move ever upwards in a process that almost propagates itself: remove the low 
performers, create a new set of low performers, remove them, and so on. At its worst it is a 
sort of Flanders and Swan ‘gas-man cometh’ process. 

 
 
11. Call Centres 
 
Call centres present some of the most pervasive surveillance situations. Their very 
technological infrastructure, comprising sophisticated communications technologies and 
advanced software systems (Anon 2005d; MiTech 2005; Opera 2005), provide an ideal 
environment for the micro-monitoring of employees. In recent weeks the New York Times 
(Dhillon 2005) has highlighted some of the surveillance concerns in Indian call centres – 
India being a very lucrative location for the offshoring of call centres from North America and 
Europe. Amrit Dhillon notes the very real tensions that exists in the fears of employers that 
quality control may not be maintained, or that sensitive data may be released – critical given 
that many of the call centre operators have access to highly confidential personal health and 
financial information about the callers. 
                                                 
4 See, for example, the White Papers of Ubisense at 
http://www.ubisense.net/Product/whitepapers&downloads.html  
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Nevertheless, Dhillon clearly differentiates between quality control issues, and the types of 
surveillance that creates oppressive working regimes. Everything an employee does can be 
recorded, filmed by CCTV or logged in databases: all conversations, the duration of 
conversations, timings and durations of meal and toilet breaks, personal searches when 
entering the premises. The people that Dhillon cites both express resignation and acceptance, 
realising that there may be no option other than to use surveillance, while others find it 
intrusive, threatening, and oppressive (Dhillon 2005). The differences in views represent the 
difference contexts for pervasive surveillance. If it is there as a deterrent, and to provide 
evidence of activity, then the security context is clear. If the information is then linked to the 
setting and monitoring of workplace norms the panopticon model appears dominant.  
 
Yet again, however, there is no definitive linear cost benefit arising from pervasive 
surveillance. First, employees can focus on the activities that they know are being monitored, 
and influence the statistics. Second, the relationship between subordinates and managers is 
fundamentally changed: “Management had more personal or ‘direct’ control before and could 
isolate individuals’ movements, now control has shifted towards more statistical or indirect 
means …Thus management can pinpoint their staff’s productivity in terms of idle, wrap or 
live time; however, statistics can be, and are being, manipulated by staff” (McPhail 2001, 
p.46). As Robins and Webster note in their extensive review of ‘technoculture’, “the 
individual becomes the object of surveillance, no longer the subject of communication” 
(Robins and Webster 1999, p.121). 
 
Keeping calls short to meet performance targets injects a tension into the caller/employee 
relationship, where the caller wants a reasoned and meaningful response, yet the employee 
wants the caller off the line as soon as possible (McPhail 2001, p.49). McPhail’s extensive 
study of the call centre literature builds on this argument, noting that the manager/subordinate 
relationship is further decayed because the majority of interventions telling the employee 
what to do are driven by the software systems. The manager thus reverts to a form on 
Dickensian overseer. McPhail also notes that “There is almost universal consensus that call 
centre work is stressful. Even in studies that report the observation that some staff actually 
enjoy their work, mention of stress is still the norm, and a significant portion of the call centre 
literature is devoted to detailing the sources of stress in call centre work” (McPhail 2001, 
p.51), and the most prevalent creator of stress is reported as being performance targets5. 
 
 
12. Legislative reactions 
 
Does the process of ubiquitous surveillance threaten human rights, or rights to privacy? Will 
there be likely legal implications if the new technologies cause new types of workplace injury 
– are effective risk assessments being undertaken for example? In Australia the Government 
of New South Wales has recently intervened, and will “outlaw unauthorised surveillance of 
employees using technologies including video cameras, e-mail and tracking devices, when the 
Workplace Surveillance Bill 2005 comes into effect at the beginning of October” (Baden 
2005). Surveillance can only now be undertaken if there is reasonable suspicion of 
wrongdoing, and employers are now claiming that the balance is tipped too far the other way, 
and that they may even have to stop logging employees in and our of work using smartcards. 
                                                 
5 Further discussions of call centres and surveillance can be found at: 
http://www.econ.usyd.edu.au/wos/worksite/surveillance.html  
http://www.telework-mirti.org/bagnara.htm  
http://www.hse.gov.uk/lau/lacs/94-1.htm  
http://www.janus-eu.org/Documents/EBEW/Call%20Centre%20Employment.pdf  
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Legislation, while offering powerful protections, does necessarily reflect events at a particular 
point in time, and in a rapidly moving labour market and technological environment, 
legislation quickly dates and becomes contested. The Australian situation seems to make no 
part happy. Unions do not think it has gone far enough, employers find it too limiting by 
criminalising surveillance, and privacy organisations such as the Australian Privacy 
Foundation (APF) argue that “the laws don't force managers to be held accountable for 
surveillance of staff or force them to justify their voyeurism” (Baden 2005). These contests 
are developed in more detail in the general briefing on labour market surveillance, but if there 
is one lesson emerging from these case studies, it is that mediation and negotiation are the 
better options when surveillance is being introduced. 
 
 
13. Health and Safety, Risk Assessment 
 
There are very real fears related to the impacts of pervasive computing on employees, yet – as 
with past technologies and the development of RSI– there is limited acknowledgment of 
health implications by the suppliers of the technologies. The possible health implications of 
wearable computers were raised by GMB in June, and were noted early in 2005 by the TUC, 
and these have been cited by Norwich Union’s Risk Services section (NORWICH 2005a, 
2005b). While the citations do not in themselves give credibility to the sources (in one case 
this author and GMB), the act of citation does indicate that those selling risk assessment 
services see a business opportunity in the area of IT and health impacts. 
 
The literature on IT Ergonomics does acknowledge the possibility of new health problems, 
particularly since “due to many advances in technology, wearable computers are under 
development in many companies, but unfortunately design is not stressed in the development 
process” (Lin and Kreifeldt 2001). This is not surprising, since few technology developers can 
perceive all the eventual uses for their devices6, and therefore even ergonomics cannot 
predict, and test, the outcomes of all uses (Baber and Baumann 2002). 
 
In an extensive study of the impact of IT on people, the Swiss National Technology 
Assessment Centre advised that the ‘precautionary principle’ be applied to new technologies 
in the same way that it is in wider areas of healthcare. Key conclusions were that 
consideration should be given to: 
 

Stress: Pervasive Computing can generate stress for various reasons, such as poor 
usability, disturbance and distraction, the feeling of being under surveillance (privacy 
issues), possible misuse of the technology for criminal purposes as well as increased 
demands on individuals’ productivity. Stress has a considerable impact on health. 
Restrictions on individual freedom: The trend toward Pervasive Computing may 
drive some consumers and patients into a situation in which they are compelled to use 
such technology (if, for instance, alternatives are no longer available) or to co-finance 
it against their will (as for example with rising mandatory contributions to health 
insurance). (Hilty et al. 2003, p.17) 

 
 

                                                 
6 It is often useful to differentiate between ‘devices’ such as a CCTV camera, that become ‘technologies’ when 
they are embedded into a particular context such as monitoring staff. The devices are neutral, and it is the use to 
which the devices are put that introduces the contests. 
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14. Consumer choice can be influenced by ‘social sorting’ 
 
Researchers as Stanford University write about pervasive technology also being persuasive 
technology7. A term used to describe this process in the retail and social environment is 
‘social sorting’, and it was used recently in a Joseph Rowntree Institute study of the impacts 
of informational surveillance/classification of local areas in the UK, warning of cities shaped 
by software: ‘The net may increase segregation and hinder social cohesion’ (JRF 2005). 
Social sorting is undertaken also for customers when contacting retailers and other 
organisations via call centres. Call Centre operators need to minimise the amount of time that 
people are queued for a response, and to make sure that they route the caller to the best suited 
member of staff (MiTech 2005; Opera 2005). Newer functions in call centre management 
involve call routing and call prioritisation, where it is possible to prioritise incoming calls by 
geographical area using Caller-ID facilities, or by customer records according to the 
recognised mobile or other phone number that was used – hence e-Commerce sites 
increasingly want you to register on them so that they can store phone numbers registered in 
your profile. Callers can then be routed according to their commercial importance, or even 
sorted by software into a queue, for example by linking their address geography to credit 
referencing classifications. It is in the commercial interest for profits to be maximised by 
satisfying the highest paying customers first. 
 
The increasing ubiquity of surveillance technologies embedded in products can, it is argued 
“limit consumer choice if RFID is used ubiquitously so consumers have little option but to 
accept the technology” (Lace 2004), and Lace further argues that “if RFID is used to gain 
greater knowledge of consumers, such information could be used in potentially exclusionary 
ways”. Furthermore like any new technology there may been function creep, as new 
applications are identified, and the wider use of technologies will place significant ethical 
burdens on employers. Jones writes of the temptation that may be too great for an employer to 
resist: “What's to prevent a company from discovering, for example, that an employee has 
cancer, and then finding an excuse to fire them before having to honor their insurance 
commitment to pay for treatment? Sure, that may be illegal, but it's nearly impossible to 
prove” (Jones 2005). Privacy International observes that not only can communications be 
logged, but also that employers increasingly surveille employees for health issues before 
employing them: 
 

“Psychological tests, general intelligence tests, performance tests, personality tests, 
honesty and background checks, drug tests, and medical tests are routinely used in 
workplace recruitment and evaluation methods. Since the discovery of DNA, there has 
also been an increased use of genetic testing, allowing employers to access the most 
intimate details of a person's body in order to predict susceptibility to diseases, 
medical, or even behavioral conditions”. (Privacy 2005) 

 
Linked to inventory control and supply-chain integration, is the understanding of customer 
behaviour, and in making the customer the increasingly unpaid worker in the retail process. 
For example the ‘intelligent shopping trolley’ (Boggan 2005) used RFID recognition, but also 
can allow the customer to be their own check-out agent. These technologies are strongly 
linked to the de-layering of staff, and in the de-skilling of staff. 
 
 
15. The problem is not just the technologies, but may be more one of consent 
 

                                                 
7 http://captology.stanford.edu/  
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Technologies are not in themselves bad, and in general there is little social resistance to using 
them. It is more an issue of informed consent. Those wearing heart pace-makers have 
computers inside them that can wirelessly transmit information to machines in a hospital. We 
frequently see people in the street ‘wearing’ devices, such as Bluetooth earpieces for their 
phones, and for most people a mobile phone is never far away physically from their body. 
People willingly answer to the demand/control aspects of their digital devices, breaking off 
for example from a physical conversation with a real person who is with them, to answer a 
telephone call. People will answer often trivial emails rapidly, but be less diligent about 
responding to a physical letter. Nothing in these actions implies a technological control, since 
there for each of these actions the person can decide whether to respond to the demands of the 
technology, or to ignore them. 
 
The International Labour Organisation (ILO) has developed the issue of consent and 
surveillance technologies, noting that: 
 
• Their use is a violation of basic human rights and dignity, and is often carried out without 
adequate consideration for such interests;  
• Computer data banks and telephone and video monitoring make prying into the private lives 
of workers easier to perform and more difficult to detect than ever before;  
• Monitoring and surveillance give employees the feeling that they are not to be trusted, 
fostering a divisive mentality which is destructive to both workers and employers;  
• Such practices can be used to discriminate or retaliate against workers, which may be 
difficult for workers to discover;  
• Monitoring and surveillance involve both issues of exercising control over workers and 
control over data relating to specific workers. 
(O'Neil 2005) 
 
More recently, consent and audit have been embedded in the Wiltshire Constabulary online 
service for those motorists who have been caught by speed cameras. They can now log onto a 
Web site, enter the unique reference number on the speeding document, and view the video 
evidence of their transgression (O'Neil 2005). 
 
 
16. The demise of the implied social contract? 
 
In a globalised environment of Enron and Worldcom executive failure, yet massive personal 
financial gain, mass worker surveillance threatens to diminish the fragile social contract that 
exists between employees and employers, particularly in service industries. I do not resent the 
five minutes extra time I worked, and you do not resent the one phone call I made home on 
the company. Ben Willmott of the Chartered Institute of Personnel and Development argues 
“if employees feel they are being treated fairly and paid adequately, they are less likely to 
push the boundaries of what is acceptable” (BBC 2004a). Yet mass surveillance will pick up 
the most trivial of misdemeanours, and as the BBC article concluded “you may not be a thief 
in the eyes of the law, but you will be pocketing a P45” (BBC 2004a). Ben Willmott called 
for clear employer policies on what is, and is not unacceptable, and many larger employers do 
set the boundaries clearly. But, with the prices of surveillance technologies becoming cheaper 
more and more SMEs can now engage in worker surveillance, and it may be important that 
they enter into a dialogue with employees, and to set clear boundaries of practice both on 
employee and employer ethics. As Privacy International found in 2004 the increasing use of 
surveillance IT was because “it is actually the low cost of surveillance technologies more than 
anything else that contributes to the increased monitoring” (Privacy 2005), although it would 
be inconceivable for most profit-oriented firms not to be focused on the bottom-line first, as is 
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the case for those retailing voice-recognition picking systems (Farrar 2001; Gomm 2004; 
Microlise 2005), where arguments in favour include the ease of using voice, rather than paper, 
in hostile environments such as cold stores where employees are wearing gloves (Lacefield 
2004).  
 
In the recent case of the suicide of Richard Chang highlights further contradictions in the 
ethical process, and Pettit cites Mike Ball, employment partner at law firm Halliwells, who 
argues that covert surveillance of employees is increasing: 
 

The courts have applied a balancing test in cases where human rights are in issue. The 
right will be upheld to the extent that it does not infringe upon another right. There is 
also the implied term of mutual trust and confidence. This is included in all contracts 
of employment. If it is breached, the employee may resign and claim constructive 
dismissal …Intrusive surveillance would be likely to breach {the implied term} but 
the employee would have to resign in order to enforce any right to compensation. 
(Pettit 2004) 

 
Ethics are then strongly linked to trust, and the building of trust between employers and 
employees is a critical function of trade unions. As David Canton recommends: “Gain 
consent. Allow employees access to the data that is collected on them… Encourage feedback 
on how processes could be improved, and generally make employees feel in control of the 
technology” (Canton 2005). In a large study of RFID and surveillance in the workplace, the 
Rand Corporation argued “Fair information practices argue that employees ought to be 
informed about uses of access control system records and have the right to inspect and correct 
records about their activities”, yet the pessimistic following statement noted that “None of the 
enterprises in our study subscribes to these arguments” (Balkovich, Bikson, and Bitko 2005, 
p.20). Such resistance is hardly conducive to the building of mutual trust, although Argos is 
reported to recommend combining the introduction of wearable voice-recognition wireless 
computers in its warehouses with a need to “engage the staff as early as possible.  
Emphasise working smarter, not harder”, and the accuracy rates of picking products is 
reported as “improved to 99.8 per cent, compared with 98.5 per cent on non-voice sites”, and 
the 1% increase for a large employer such as Argos is regarded as commercially significant 
(Anon 2005b). 
 
The surveillance assemblage that confronts employees “marks the progressive ‘disappearance 
of disappearance' – a process whereby it is increasingly difficult for individuals to maintain 
their anonymity, or to escape the monitoring of social institutions” (Haggerty and Ericson 
2000, p.619). In the 2002 Reith Lectures Onora O’Neill talked about a ‘crisis of trust’ that had 
been caused by a “culture of accountability”, where we are being monitored constantly. As 
she concluded, Plants don't flourish when we pull them up too often to check how their roots 
are growing: political institutional and professional life too may not go well if we constantly 
uproot them to demonstrate that everything is transparent and trustworthy”. (O'Neill 2002). 
Mass employee surveillance constantly pulls up the plant to see what is beneath it, and in so 
doing damages the building of trust. Trust, built through ‘partnership’ in the process of 
technology implementation, was researched by Graham Dietz, who noted that while there are 
successful examples, a partnership approach is “fraught with risk, centring around its reliance 
on behavioural consistency and integrity and regular delivery of mutual benefits”. He cites the 
example of “a Unison union representative posing ‘the unanswered question’ what will 
happen when they (the employers) want something very badly and we want very badly to stop 
it?” (Dietz 2004). 
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In a review of his ‘Dataveillance’ theory 15 years on in 2003, Roger Clarke was similarly 
pessimistic. He was saddened by the lack of understanding of business and government about 
the implications of technologies and technological change. He concluded that “simple-
minded, authoritarian corporatism reigns supreme”, and that “we're stuck in the old politics of 
thesis and counter-thesis, the morass of adversarial systems (Roger Clarke 2003). It’s simply 
too easy to say that ‘we have no alternative’ to mass surveillance. It’s too easy to say that the 
employer has the right to monitor all employees so that they comply totally with law and 
company policy. It is too easy to assume that mass surveillance leads inevitable to a positive 
outcome in profitability and efficiency. It’s far more difficult to build a ‘demos’ in the 
workplace. As Carrico argues, “technological progress without progress toward a more just 
distribution of the costs, risks, and benefits of that technological development will not be 
regarded as true ‘progress’ at all” (Carrico 2005). 
 
From the research literature covered in this briefing, it is clear that there are debates to be 
developed regarding the accuracy of surveillance technologies, over the quantifiable cost 
benefits and dis-benefits, over ergonomics and the well-being of employees, and over 
corporate and employee ethics. As McPhail notes, there is benefit in moving the debates to 
constructively confront the fears of employees that “processes are streamlined by the 
simultaneous creation of records and databases at the point of transaction. Second, the same 
process records a footprint of the activities and performance of agents in minute detail. In this 
way agents are located in a cycle of accountability which aims to increase reliability and 
performance accuracy” (McPhail 2001, p.76). 
 
 
17. Sources of Imagery 
 
http://www.bcpsoftware.com/solutions/voice/index.php  
 
http://www.ferret.com.au/articles/8c/0c035c8c.asp  
 
http://www.vocollect.com/ 
 
http://www.fkilogistex.com/warehouse-distribution/cold-frozen-foods-
distribution/31/markets.aspx
 
http://www.metrologic.com/corporate/products/pos/IS4225.htm 
 
http://www.symbol.com/news/reporters_only/ph_lib_barcode_srs1rs.html 
 
http://www.symbol.com/news/reporters_only/ph_lib_sol_manufacturing.html 
 
http://www.symbol.com/category.php?fileName=CS-27_Peacocks.xml 
 
http://www.voxware.com/index.php?st=products&st1=products_9&st2= 
 
http://www.voxware.com/media/pdf/Product_Literature_VoiceLogistics_02.pdf 
 
http://www.transmetazone.com/articleview.cfm?articleID=436 
 
http://www.mindfully.org/Technology/2005/Worker-Radio-Tags11jun2005.htm 
 
http://www.peaktech.com/html/products/barcode_scanner/wearable.htm 
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http://www.zetes.com/elink/04Q4/uk/voice-recognition-DHL.htm 
 
http://www.axis.com/products/cam_station_software/index.htm 
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